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Department of Veterans Affairs Cybersecurity Drivers

Laws and Regulations, Government Policy, Guidance, and Best Practices

Executive Office of the U.S. Congress

President (EOP) - Federal Information Security

« Executive Orders (E.O. 13800, E.O. 13873, o, Modernization Act (FISMA 2014)
E.O. 14028) « Committees: HVAC, SVAC

« Cross Agency Priorities (CAP) Goals « Annual Reports

Office of Management and
Budget (OMB)

« OMB Directive and Guidance

+ Federal CIO and CISO Council

« CyberStat

+ VA Information Security Budget

Security (DHS)

« Operational (CISA):
» Binding Operational Directives
» Emergency Directives

+ FISMA Reporting

National Institute of Standards

Department of Homeland |
2

Department of Health and and Technology (NIST)
Human Services (HHS) o O Cybersecurity Framework
+ Health Insurance Portability and - Risk Management Framework
Accountability Act (HIPAA) « Privacy Framework
- Security Controls
FOR INTERNAL USE ONLY Office of Information and Technology

1. 8. 8.8 8 ¢



Executive Order 14028: Improving the Nation’s Cybersecurity
VA EO Tiger Team SES and Supporting VA POC Alignment

e Task: Cloud Adoption e Task: Unclassified Data

~ Action: Adapt existing plans to use cloud technology. - Action: Evaluate and report on sensitivity of
_ unclassified data.
e Task: Zero Trust Architecture

. . . e Task: Investigative and Remediation Capabilities and Data
— Action: Develop a plan for proactive security.

Logging
e Task: Multifactor Authentication (MFA) and Data - Action: Demonstrate compliance with requirements
Encryption on logging and retaining data.

— Action: Report on VA’s progress in adopting MFA and
encrypting data at (due every 60 days until adoption

Task: Endpoint Detection and Response (EDR)
— Action: Deploy initiative to support incident

by agency). detection and response.
* Task: Continuous Diagnostics and Mitigation (CDM) « Task: Incident Response Playbook
— Action: Establish and continually update CDM ~ Action: Demonstrate compliance with DHS and CISA
program. playbook on incident response plan.
* Task: Software Supply Chain Security * Task: Updates to the Federal Acquisition Regulation (FAR)
— Action: Apply practices of Ieas_t privilege, networ_k. * Action: Update cybersecurity requirements (dependent
segment, and configure security measures for critical on FAR Council review updates, expected no sooner than
software. 120 days from May 12, 2021)

For more information on the EO, please visit the EO 14028 Team Site.
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https://projects.deloittefed.com/sites/VA_CSPCAS/Cyber%20Risk%20Management/CRM%202.0/Ad%20Hoc%20Requests/EO%20on%20Improving%20the%20Nation%27s%20Cybersecurity%20May%202021/EO%20Tiger%20Team%20SharePoint%20Site

Executive Order Tiger Team Responsibiities

Responsibilities as an Executive Order (EO) Tiger Team Member

Serve as the accountable party for the
execution of EO requirements

Oversee day-to-day operations
and manage potential risks

Provide subject matter expertise
to support the EO

Collaborate with VA stakeholders

Engage Cybersecurity Framework
(CSF) Champions to obtain
guidance and feedback on projects

Identify additional resources and
establish EO requirements

o%o =
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Attend Weekly Monday EO Tiger Teams meeting
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Report EO requirement status

Responsibilities of the EO Tiger Team Leads (Associate Deputy
Assistant Secretary - DevSecOps and Deputy CISO)

Lead EO team meetings and
manage EO Requirements

/N

= Provide EO-related policies,
l] procedures, and implementation
guidance

000

Escalate risks to OIT and
support mitigation efforts

Review documentation and coordinates
with Senior Executive Service (SES)

Submit materials to appropriate agencies
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Executive Order 14028 and Zero Trust Architecture

&
i)

Executive Order (EO) 14028 focuses on Improving the Nation’s Cybersecurity

This EO requires VA to modernize its cybersecurity and move towards a Zero Trust Architecture. Within 60 days
of this EQ’s date, VA needs to:

* Develop a plan to implement Zero Trust Architecture, which shall incorporate, as appropriate, the migration
steps that the National Institute of Standards and Technology (NIST) within the Department of Commerce has
outlined in standards and guidance, describe any such steps that have already been completed, identify
activities that will have the most immediate security impact, and include a schedule to implement them;

* Provide a report to the Director of OMB and the Assistant to the President and National Security Advisor
(APNSA) discussing the plans required pursuant to the plan to implement Zero Trust Architecture.
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Zero Trust Basics

000

an Principles:
ﬁﬁﬁ VA Users 1. Never trust, always verify
0
.~ ~N 2. Assume breaches; eliminate the
VA Analytics :
and Visibility VA Devices concept of trusted networks
@ 3. Every device, user, application, and
/ \ data flow is authenticated and
VA Information authorized. All access to data and
Protection assets must be approved by dynamic
VA Data \ / VA Workloads policies
R 4. Use multiple data sources to establish
VA 2 confidence levels for access to
utomation
VA Networks and resources
Orchestration
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Enterprise Cybersecurity Infrastructure Protection (ECIP)
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Enterprise Cybersecurity Infrastructure Protection (ECIP) Tool Visibility

Tool Order from INTERNET
0. Source

1. Palo Alto (TIC, GW and OEHRM)
2. SPLUNK

3. GIGAMON

4. FORESCOUT

5. PALO ALTO (WAN)

6. QRadar or SPLUNK

7. GIGAMON

8. NETSCOUT

9. SOURCEFIRE

10. FIREEYE

11. IMPERVA

12. QRADAR (ITC, RDC, WIRELESS)
13. REDSEAL (Device Config)

14. Destination
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INTERNET

TIC-GW

u !

VA ENTERPRISE WIDE
OEHRM e )
AREA NETWORK (WAN) |
ECIP COMPONENTS FW T
PALO ALTO
SPLUNK
GIGAMON
REDSEAL
FORESCOUT
VA LANS
ITC’s RDC’s RO, VAMC's,
CMOPs, CPAC’s
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ECIP COMPONENTS
PALO ALTO
SPLUNK
GIGAMON
QRADAR
FIREEYE
SOURCEFIRE
REDSEAL

ECIP COMPONENTS
FORESCOUT (LAN, WAN,TIC-GW)
REDSEAL (LAN, WAN, TIC-GW)
GIGAMON (LAN, WAN, TIC-GW)
SPLUNK (LAN, WAN, TIC-GW)

ECIP COMPONENTS
NETSCOUT
SOURCEFIRE
FIREEYE
QRADAR
IMPERVA
FORESCOUT
REDSEAL
GIGAMON
SPLUNK



DevSecOps Priorities

000
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Focus Work on Establish Visibility Strategize Reach Product Line Create a Modern Define and Expand Security
Business Customer into Product Health Approach, Engage Management Software Factory Application and Integration
and Veteran through Metrics and Employees, and Maturity Infrastructure
Outcomes Transparency Upskill Staff Platforms
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Priority 8 — Security Integration
Value Statement

Secure technology is an essential enabler to
VA’s mission. It serves as a fulcrum in
providing greater access and improving the
quality of our services.

We must be diligent in maintaining robust and
resilient technology platforms through a

j T L unified, risk-based, operational approach.

With the Veteran in mind, we must recognize
both the capabilities and risks associated with
the tools we use and information they access.
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DevSecOps Security Integration Priority — Highlights

1. SECURITY FIRST

— Security is a key component within all of our activities and efforts; it cannot be an
afterthought.

2. PROVIDE EXCELLENT CUSTOMER SERVICE

— Deliver high quality products and services at velocity; do not compromise our
security.

3. EVOLVE BOUNDARIES

— Continue to mature our systems as we build, deliver, and operate products and
services.

4. ADOPT DEVSECOPS

— Adopting the DevSecOps framework results in secure system, customers,
employees, and Veterans.
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DevSecOps Security Integration Priority — Values

Secure technology is an essential enabler of VA’s mission—to provide greater
access and improve the quality of our services.

* We must be diligent in maintaining robust and resilient technology platforms
through a unified, risk-based, operational approach.

* We must be mindful of both the capabilities and risks associated with the tools
we use and information they access; always keeping Veterans in mind.
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DevSecOps Security Integration Priority — Initiatives

Match DSO implementation strategy with VA’s cybersecurity strategy
Streamline and expand communications

Establish and execute security governance

Establish and execute a budget that reflects DSO security lines

Secure and protect VA and Veteran Information

o ok LN

Secure and protect VA IT infrastructure and systems

FOR INTERNAL USE ONLY Office of Information and Technology 13



Security Technology Roadmap

FY22 Q1-Q2

(‘D[ SEP 2021 | @[ DEC 2021 |

Unify Visibility of
Security Backlog
and Finances

Initiate Key
Security Processes

From Zero Trust
Architecture to
service catalogs.

Hire a DSO Security Implement
Lead to oversee Phase 1 cybersecurity programs
EO 14028. and check-ins.
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(4) (Fv22Q3-Q4

Integrated Mature
DevSecOps

Measure Security

Effectiveness

Mature
cross-organizational
security processes.

Evaluate data loss
prevention plans.
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QUESTIONS?




